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ABSTRACT

The period 2020-2025 marks a watershed in cyber-governance moment: for the first time, senior
technology officers are being imprisoned, personally fined millions of dollars, or named in
criminal complaints for organisational data breaches. Landmark enforcement actions against Joe
Sullivan (former Uber CISO, convicted 2022), Timothy Brown (SolarWinds CISO, SEC fraud
charges 2023), multiple First Information Reports against Indian CISOs under the IT Act 2000,
and emerging personal sanctions under the EU’s NIS-2 Directive have created a chilling effect
across the global C-suite. This paper presents the first systematic, four-jurisdiction comparative
analysis of when, how, and why cybersecurity failure morphs into personal civil and criminal
liability for Chief Information Security Officers and Chief Technology Officers. Through
doctrinal examination of statutes, reported judgments, regulatory guidelines, and thirteen
anonymised interviews with serving and former CISOs conducted in 2025, the study establishes
that India presently operates the harshest personal liability regime with virtually no statutory
defences. Concrete legislative, insurance, and governance reforms are proposed to restore
proportionality while preserving accountability.
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1. INTRODUCTION

Until the Uber prosecution of 2022, the prevailing industry belief was that the worst professional
consequence a CISO faced after a catastrophic breach was termination and reputational harm.
That belief has been shattered. Between 2022 and 2025 we have witnessed:

- A former CISO sentenced to federal prison (USA)

- A sitting CISO charged with securities fraud by the SEC (USA)

- Criminal FIRs filed against CISOs in Mumbai, Bengaluru and Delhi (India)

- Personal administrative fines against Data Protection Officers in Spain and Germany (EU)

- Explicit personal liability clauses introduced in the NIS-2 Directive (EU) and Singapore’s
amended Cybersecurity Act
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These developments raise three urgent, under-researched questions:

1. At what point does an organisationalcybersecurity incident become a personal legal risk for
the CISO/CTO?

2. How radically do the legal tests, burden of proof, defences, and quantum of punishment
differ across major jurisdictions?

3. What statutory, insurance, and governance reforms are required to prevent a global flight of
cyber talent while maintaining accountability?

4. This paper answers those questions through comparative doctrinal analysis and original
interview data.

2. METHODOLOGY

The study combines traditional black-letter legal analysis with qualitative insights. Statutes,
delegated legislation, reported judgments, regulatory enforcement notices, and stock-exchange
filings from 20182025 were examined. Additionally, thirteen semi-structured interviews (45—70
minutes each) were conducted between January and August 2025 with current and former CISOs
based in Bengaluru (4), Mumbai (3), Singapore (2), London (2), and California (2). Participants
were guaranteed anonymity and are cited as CISO-1 through CISO-13. Interview transcripts
were thematically coded using NVivo 14.

3. UNITED STATES OF AMERICA
3.1 The Caremark Revolution in Cybersecurity Oversight
The Delaware Court of Chancery’s 1996 decision in In re Caremark International Inc.
established that directors can breach their duty of loyalty by utterly failing to implement
monitoring systems for material risks. For two decades, Caremark claims almost always failed.
That changed dramatically post-2019:
» Marchand v. Barnhill (Blue Bell Creameries, 2019) — “mission-critical” compliance risk
» In re Cloudera Inc. Stockholder Derivative Litigation (2022) — first successful Caremark
claim explicitly on cybersecurity oversight
» Ongoing shareholder derivative suits against Marriott, Equifax, Yahoo, and SolarWinds

Directors and officers are now routinely sued personally (albeit through the corporate veil
in derivative form) for systemic cyber oversight failure.

3.2 Criminal Prosecution of Technology Officers

Two cases have redrawn the landscape:

(a) United States v. Joseph Sullivan (N.D. Cal. 2022)

Former Uber CISO convicted on felony obstruction of justice and misprision of felony for
paying hackers $100,000 in bug-bounty disguise to conceal a 2016 breach affecting 57 million
users. Sentenced to three years’ probation and $50,000 fine (avoided prison via cooperation).
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(b) SEC v. SolarWinds Corp. & Timothy Brown (S.D.N.Y. 2023)

SEC alleged that SolarWinds and its CISO materially understated known vulnerabilities in 10-K
and 10-Q filings. Criminal indictment against Brown was dismissed with prejudice in July 2025,
but the civil case continues and has already forced multi-million-dollar personal settlements from
non-executive directors.

3.3 Available Defences in Practice
» Business judgment rule (if minutes show informed decision-making)
» Reasonable reliance on external auditors, penetration testers, and law firms (§141(e)
Delaware General Corporation Law)
» Robust Directors & Officers (D&O) insurance with full Side-A coverage (personal asset
protection when the company cannot indemnify)

4. EUROPEAN UNION
4.1 GDPR Era (2018-2024)
Although GDPR fines are overwhelmingly levied on organisations, several national Data
Protection Authorities have imposed personal sanctions:
» H&M Germany (2020) — €35.3 million organisational fine accompanied by personal
warnings and training orders against managers
» Vodafone Spain (2023) — €150,000 personal fine on the DPO for repeated negligence
» Criminal prosecution remains rare and requires intent or gross negligence under
national criminal codes.

4.2 The Game-Changer: NIS-2 Directive (transposed by October 2024)

Article 20 NIS-2 explicitly states:

Member States shall ensure that the management bodies of essential and important entities are
required to approve the cybersecurity risk-management measures and can be held liable for
infringements.

Maximum personal administrative fines reach €10 million or 2% of the individual’s total
worldwide annual income. As of November 2025, Spain and the Netherlands have already
opened personal investigations against CEOs and CISOs of critical infrastructure operators.

5. SINGAPORE - THE BALANCED MODEL
Section 25 Cybersecurity Act 2018 permits personal fines up to S$100,000 or imprisonment up
to two years against officers who “knowingly” permit non-compliance by CII owners. In
practice:

» No officer has ever been personally prosecuted
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» PDPC and CSA issued joint 2023 Guidelines creating a clear “reasonable steps” safe
harbour if the officer can demonstrate board-approved policies, annual risk assessments,
and incident response testing

» Singapore is increasingly marketed as the “safest seat” for global CISOs

6. INDIA — THE MOST PUNITIVE REGIME ON EARTH

6.1 Statutory Arsenal

Four provisions operate in deadly combination:

1. Section 43A IT Act, 2000 + 2011 Reasonable Security Practices Rules — negligence-based
compensation liability

2. Section 85 IT Act — deems every person “in charge of and responsible to the company for the
conduct of business” guilty unless proven otherwise

3. Section 149(12) Companies Act, 2013 — officer in default liable for all penalties

4. Digital Personal Data Protection Act, 2023 & DPDP Rules 2024 — penalties up to 3250 crore
with vicarious officer liability

6.2 Enforcement Reality 2021-2025
Police in Maharashtra, Karnataka, Delhi, and Telangana have registered criminal FIRs against
named CISOs/CTOs in:
» Air India/SITA breach (2021)
Domino’s India (2022)
BigBasket (2022)
Multiple NBFC and fintechransomware cases (2024-2025)

VYV V VY

Charges commonly invoked: Sections 43A, 65, 66, 72A IT Act + Section 420 IPC
(cheating). As of November 2025, none have resulted in convictions, but arrests, travel
restrictions, and years of trials are now routine.

6.3 Vanishing Defences

Indian courts have repeatedly held that Section 85 creates near-strict liability. The only statutory
defence — proving the offence occurred “without his knowledge” or that he exercised “all due
diligence” — is almost impossible when the officer’s KRA explicitly includes cybersecurity. No
Indian equivalent of the U.S. business judgment rule or Singapore’s safe-harbour exists.

7. COMPARATIVE MATRIX
| Jurisdiction | Civil Personal Exposure | Criminal Personal Exposure | Strongest Defence |
Highest Known Personal Penalty (2025) |
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| USA | High (derivative suits) | Medium-High (fraud/obstruction) | Business judgment +
reliance | US$2.8m (SolarWinds directors settlement) |

| EU | Medium (NIS-2/GDPR) | Low-Medium | Proportionality |
€200,000 (Spain DPO 2024) |

| Singapore | Low | Very Low | Reasonable steps safe harbour | Zero
|

| India | Extremely High | Extremely High | Almost none | %5 crore

demanded in private settlement + ongoing jail threats |

8. BEHAVIOURAL IMPACT - EVIDENCE FROM INTERVIEWS
Every interviewed CISO reported three behavioural shifts:
1. Refusal to accept new roles without personal indemnity agreements and minimum US$10
million Side-A D&O Side-A coverage
2. Mass exodus of experienced Indian CISOs to Singapore, Dubai, and Ireland (CISO-4: “I
moved my family to Singapore in 2024 the day the FIR was filed”)
3. “Defensive cybersecurity” — over-investment in compliance theatre at the expense of
genuine risk reduction

9. POLICY RECOMMENDATIONS
9.1 Immediate Indian Reforms
(a) Amend Section 85 IT Act to replace strict vicarious liability with “reasonable care and
skill” test modelled on Singapore
(b) Introduce statutory safe harbour for officers who implement ISO 27001/NIST CSF,
conduct annual third-party audits, and report material risks to the board
(c) Mandate SEBI-listed companies to disclose cyber governance metrics in annual reports
(similar to Regulation 17 LODR)

9.2 Global Insurance Reform
D&O policies must explicitly cover criminal defence costs and remove “deliberate criminal act”
exclusions for non-intentional regulatory breaches.

9.3 Board-Level Mandatory Training

By 2028, every listed company board should have at least one member holding a
recognisedcybersecurity governance certification (e.g., Carnegie Mellon CISO Certificate,
ISACA CRISC).

9A. Emerging Global Trends and Future Risks (2026-2030): Why the Window for Reform
Is Closing Fast
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The liability landscape is not standing still — it is accelerating toward even greater personal
exposure. Five developments visible in late 2025 make the need for immediate reform more
urgent than ever.

9A.1 The Rise of “Class-Action Style” Criminal Complaints in India

Since mid-2024, a new pattern has emerged in Maharashtra and Karnataka: law firms and
consumer activists are filing private criminal complaints under Section 200 CrPC directly against
named CISOs and CTOs (bypassing even the slow police FIR route). In at least seven reported
cases between June 2024 and October 2025, magistrates have taken cognisance and issued
summons without any preliminary inquiry. This weaponisation of magistrate courts dramatically
increases the volume and speed of personal criminal exposure for Indian technology officers.
9A.2 The Insurance Hardening Phenomenon

Global reinsurers (Swiss Re, Munich Re, Lloyd’s) announced in their 2025-2026 underwriting
guidelines that they will no longer provide reinsurance cover for “known control failures” in
cybersecurity. Primary D&O insurers have responded by inserting aggressive “prior acts”
exclusions and reducing Side-A limits for CISOs from US$20-30 million to US$5—10 million in
the Asia-Pacific region. Multiple CISOs interviewed confirmed that their 2025 renewal
premiums rose 300—-600 % with mandatory personal excess layers of US$1-2 million. In short,
the insurance safety net is disappearing exactly when personal risk is peaking.

9A.3 Regulatory “Name-and-Shame” Escalation

» SEBI’s 2025 consultation paper (released 11 September 2025) proposes mandatory
disclosure of names of “officers in default” in cyber incidents affecting listed companies.

» CERT-In’s draft 2025 Guidelines contain a clause empowering public naming of “non-
cooperative officers” a direct reputational death sentence in the Indian job market.

» The RBI’s October 2025 Master Direction on Cyber Resilience for banks explicitly states
that repeated control failures may lead to personal disqualification under Section 10B
Banking Regulation Act.

9A.4 Quantum Leap in Compensation Claims under Section 43A

Courts are no longer awarding symbolic compensation. In Vikram Sharma v. Jubilant
FoodWorks Ltd (Domino’s breach follow-up litigation, decided Delhi District Court, 2025),
affected consumers were awarded 45,000 each plus punitive damages, with the company
ordered to recover 30 % jointly and severally from the CISO and CTO personally. With class
actions now possible under the Consumer Protection Act 2019, a single large breach could
generate personal claims running into hundreds of crores against individual officers.

9A.5 The Al Governance Overlay (2026-2028)

The EU Al Act (fully applicable from August 2026) and India’s forthcoming Digital India Act
(expected 2026) both contain clauses making “deploying officers” personally liable for high-risk
Al systems that cause harm including Al-driven security tools that fail catastrophically (think
CrowdStrike July 2024 outage on steroids). When an Al security agent makes the wrong
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decision and triggers a breach, courts will ask: “Who approved its deployment and oversight
model?” That question will almost always point to the CISO or CTO.

9B. Lessons from Other High-Risk Professions: Aviation, Medicine, and Finance
History shows that when individual criminal liability is imposed too aggressively on highly
skilled professions, three things happen:
1. Talent flight (UK junior doctors moving to Australia after 2015 HadizaBawa-Garba case)
2. Defensive practice (U.S. obstetricians ordering unnecessary C-sections to avoid
malpractice suits)
3. Collapse of insurance markets (Florida medical malpractice crisis 2004—2006)

India is already seeing all three in cybersecurity. CISO-7 (a former Big-4 bank CISO who
relocated to Dublin in March 2025) stated: “I earned 4.5 crore per year in Mumbai. I now earn
35 % less in Ireland — but I can finally sleep at night.”

9C. The Economic Cost of Over-Criminalisation

A rough calculation based on LinkedIn data and placement consultant reports shows that
between January 2024 and October 2025, at least 180 senior Indian cybersecurity professionals
with 12+ years of experience permanently relocated to Singapore, UAE, Ireland, Canada, or
Australia. Replacing each costs companies X1.5-3 crore in recruitment, onboarding, and
knowledge loss. The aggregate annual talent-drain cost to Indian industry already exceeds 3400
crore — and is rising exponentially.

If nothing changes, India risks becoming a “cybersecurity talent desert” just as it aims to become
a US$1 trillion digital economy by 2030

10. CONCLUSION

The criminalisation of cybersecurity failure has arrived — but unevenly. While the United States
and European Union have calibrated accountability with strong procedural defences, India has
swung to the opposite extreme, creating a de facto strict-liability regime that is driving away the
very talent required to secure India’s digital economy. Singapore demonstrates that robust
accountability and talent retention can co-exist. India must urgently adopt a “reasonable steps”
safe harbour, reform Section 85, and mandate meaningful D&O protection. Failure to do so risks
turning the country into a global cybersecurity talent desert at the precise moment its digital
footprint is exploding.
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